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Exhibit 3

Department of Commerce
Deparimental Management

EXECUTIVE SUMMARY

The Department of Commerce’s mission is to promote job creation, economic growth,
sustainable development, and improved living standards for all Americans by working in

- partnership with businesses, universities, communities and workers to: 1) Build for the future
and promote U.S. competitiveness in the global marketplace, by strengthening and
safeguarding the Nation’s economic infrastructure; 2) Keep America competitive with cutting-
edge science and technology and an unrivaled information base; and, 3) Provide effective
management and stewardship of our Nation’s resources and assets to ensure sustainable
economic opportunities. Commerce’s business and industry-related programs can help realize
the priority goals of the President in the areas of trade, technology, telecommunications
networks and infrastructure, environmental infrastructure, economic development, and minority
business. '

Departmental Management’s (DM) objective is to develop and provide policies and procedures
for administrative planning, oversight, coordination, direction, and guidance {o ensure
implementation of the Department’s mission.

Depértmental Management is cbmprised of the following:

The Salaries and Expenses appropriation provides funding for two program activities;
Executive Direction and Departmental Staff Services. Executive Direction funds the
development and implementation of Departmental policies and coordinates the
Bureaus’ program activities to accomplish the Departmental mission. Departmental

_ Staff Services funds the development and implementation of the Department'’s internal
policies, procedures, and other administrative guidelines.

The Working Capital Fund is a reimbursable fund, providing necessary centralized
services 1o the client Bureaus. These services fall under two program activities;
Executive Direction and Departmental Staff Services. Executive Direction funds the
General Counsel, the Chief Information Officer, and Public Affairs. The Departmental
Staff Services funds the Security Office, Human Resource Management, Civil Rights,
Financial Management, Administrative Services, Acquisition Management, and the
Office of Management and Organization.

The Franchise Fund promotes entrepreneurial business activities in common
administrative services across the Federal Government. It is currently composed of
one service provider, the Office of Computer Services (OCS). OCS provides
information technology services to the Department and to other federal entities on a
fee-for-service basis. '
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The Emergency Steel Guaranteed Loan Program and the Emergency Oil and Gas
Guaranteed Loan Program are subsidized loan programs that were enacted in 1999
to assist the steel and the oil and gas industries. Authorization for issuing guarantees
of loans under the Emergency Steel Loan Program originally expired December 31, -
2003, but has since been reauthorized through December 31, 2011, per P.L. 111-117,
the Consolidated Appropriations Act, 2010. Rescissions of $114.8 million, $5.2 million,
and $.9 million, in FY 2001, FY 2002, and FY 2003 respectively, removed a[l subsidy
funds from the Emergency Oil and Gas Loan Program.

The Herbert C. Hoover Building Renovation and Modernization account provides no -
year funding, for the expenses associated with the modernization of the Herbert C.
Hoover Building (HCHB). The planned renovation of the Department’s 76-year old
headquarters by the General Services Administration (GSA) will extend the building’s
useful life through infrastructure upgrades, major security upgrades, and historic
preservation of some features. The FY 2011 request reflects the Department’s
continued focus to improve major building infrastructure components including
information technology/telecommunications, emergency power requirements, and fire
and life safety improvements that are operating beyond their useful life and

deteriorating.

Overall policy direction of the operating bureaus is exercised through the function of the
Secretary, the Deputy Secretary and the various Secretarial Officers. The specific functions and
programs of the Department that make up these broad activities are authorized by the
Department’s Organic Act (Act of February 14, 1903 Stat 825) and by other legislation. They
also include responsibilities transferred from other agencies by Presidential Reorganization
Plans, as well as responsibilities assigned to the Secretary of Commerce by Executive Order or
other actions of the President. The general administration of the functions and authorities of the
Department is vested in the Secretary of Commerce.

The Department will continue effectively managing its human capital by developing human
capital plans, conducting workforce analyses, resiructuring organizations to provide faster
decisions and more frontline resources to citizens, developing and managing organizational
succession strategies for leadership and mission critical occupations, managing performance to
distinguish high and low performers and drive organizational results, developing and
implementing strategies to reduce underrepresentation, closing skill gaps, implementing
accountability systems, and using technology to support achievement of these initiatives
Department-wide.
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Exhibit 3

Department of Commerce
Deparimental Managament
Budget Estimates for Fiscal Year 2011

EXECUTIVE SUMMARY

Departmental Management - SUMMARY OF REQUESTED APPROPRIATIONS
(Dollar amounts in thousands)

2010 2011 increase (+)
Appropriation Estimate Decrease (-)
Appropriation Personnel Amount Personnel Amount Personne| Amount
Salaries and Expenses Pos./Approp. 212 68,000 232 66,626 20 8,626 i
FTE 188 208 . 20
HCHB Renovation and Modemization Pos./Approp. 5 22,500 5 17,487 o] (5,013}
FTE 5 5 0
Emergency Steel Guaranteed Pos./Approp. .0 0 o] (43,084) 4] (43,064)
lean Program Account FTE 0 0 . 0
Total Budget Authority Pos.fApprop. 297 80,500 237 41,049 20 (39,451)
FTE 183 213 20
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‘ Exhibit 3A

FY 2011 Annual Performance Plan
Departmental Management

Table of Contents
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Section 1. Mission

The Depariment of Commerce creates the conditions for economic growth and opporiunity by
promoting innovation, entrepreneurship, competitiveness, and stewardship. The organizations that
make up Departmental Management support the Office of the Secretary and support and monitor the
activities of bureaus and operating units.

Section 2. Corresponding DOC S'trategic Goal, Objective/Outcome

DoC Strategic Goal
Management Integration Goal: Achieve organizational and management excellence

Performance Ouicomes

1. Ensure effective resource stewardship in support of the Department's programs.
2. Ensure retention of highly qualified staff in mission-critical positions.
3. Acquire and manage ihe technology resources to support program goals.

Departmental Management (DM) furthers the Department’s strategic management integration goal by
supporting the management infrastruciure needed to carry out the Department’'s mission. DM is the
central source for development of policies and procedures that guide the administrative management
of the Department. The DM budget inciudes funding to support policy development and centralized
services in the areas of security, information management, human resources, civil rights, financial
management, administrative services, acquisitions, legal matters, and organizational management.
DM's oversight of this infrastructure serves the interests of the American public by assuring judicious
acquisition, oversight, and management of the resources that are essential to the accomplishment of
the Depariment’s varied missions, and by enhancing the efficiency with which the operating units
administer their programs.

Section 3. Impact of Recovery Act
Not applicable.
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Section 4. Priorities/Management Challenges

The Department continues to strengthen leadership skills through enhanced leadership development -
programs and comprehensive identification of competencies for mission-critical occupations, including
occupations that are important to implementation of the American Recovery and Reinvesiment Act of

. 2009. The results of these efforts will be used to refine and evaluate succession plans to maintain

appropriate levels of critical workforce skill sets. These products will enable us to expeditiously fill
mission-critical positions and continue to close existing competency gaps. Implementation of the
Federal Equal Opportunity Recruitment Program and Disabled Veterans Affirmative Action Program
plans continues to be another important priority. The Department has developed these plans in order
to sustain existing diversity in the Commerce workforce and to continue our progress towards
increasing the representation of minority and disabled candidates in applicant pools. Information
security is another critical issue, and the Department continues its focus on implementing effective
certification and accreditation practices for the information technology systems that support our work.
The Department’s efforts are likewise focused on the effective use of competitive sourcing and on
furthering the public’s elecironic access to the Department’s products and services. The measures
associated with the DM performance goals, noted above, refiect these challenges and priorities.
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Section 5. Target and Performance Summary Table-

Outcome 1 -~ Ensure effective resource stewardship in support of the Department’s programs.

Measure 1a:
Provide
accurate and
 timely
financial
"information
to conform to
federal
standards,
laws, and
regulations
governing
accounting
and financial
management.

FY 2006 FY 2007 FY 2008 FY 2009 FY 2010 FY 2011
Actual - Actual Actual Actual Target Target
Reportable | Completed Closed 70% | Completed FY | Eliminate Eliminate any
condition migration of | of prior year | 2009 A-123 any : Significant
not Commerce | financial assessment of | Significant Deficiency
eliminated | Business systems internal Deficiency within one year
System; audit controis for within one of the
completed findings. financial year of the determination
assessment | Completed reporting. determinatio | thatthereis a
of internal A-123 | One of two n that there | Significant
controls; assessment | significant isa Deficiency.
significant of financial deficiencies Significant Complete FY
deficiency controls; was Deficiency. 2011 A-123
was not significant eliminated. Complete assessment of
eliminated. | deficiency FY 2010 A- | internal '
was not 123 controls.
eliminated. assessment
of internal
controls.

Description: This measure ensures that the Department of Commerce is accountable to the American
people, and that no Significant Deficiencies, formerly known as "Reportable Conditions," (i.e., deficiencies in
the design or operation of internal controls) remain unaddressed. To determine if financial information is
being provided in a timely and accurate manner, the Department will assess whether those individuals who
can best use the information are receiving it within timeframes that render it relevant and usefui in their day-

to-day decisions.

Comments on Changes to Targets: No change to targets.

Relevant
Program-
Change(s):

Title:

Exhibit 13
Page #:

Validation and Verification

Data
Source

Frequency

Data
Storage

Internal Control
Procedures

Data
Limitations

Actions to be Taken

Consolidat
ed
financial
statements
and Office
of
Inspector
General
(OIG)
reports

Annual

Bureau or
deparimen
t financial
systems

OIG Audits

None

Continue to comply with
Federal Financial
Management Improvement
Act of 1996 (FFMIA)
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Outcome 1 — Ensure effective resource stewardship in support of the Department’s programs.

Measure 1b: FY 2006 FY 2007 FY 2008 | FY 2009 Actual | FY 2010 Target FY 2011
Effectively Actual Actual Actual Target
use :
competitive | Green Bureaus Completed | Due to change Increase use of | Increase use
sourcing. Plan identified several in competition by of
submitted | FY 2008 feasibility | Administration, 2%, measured competition
to OMB on | feasibility | studies all new by dollars by 2%,
9/28/20086. | studies and competitive awarded. measured by
which planned sourcing dollars
were for more in | comparisons Decrease dollars awarded.
. awarded on
submitted | FY 20089. have been t D
as part of placed on hold. | %% ecrease
the Green The same is trl:ze reimbursement, | dollars
Plan for the Green Time and awarded on
) Plan. 2009 Materials and cost-
E AlFé Act Labor Hour reimburse-
- contracts by ment, Time
Inventory was o
. ) : 10%. and
filed timely with Material
OMB. aterials
and Labor
Hour
contracts by
10%.

Description. OMB guidance has resulted in revisions to our targets. OMB Memorandum 09-25 requires
agencies to use improved acquisition practices to reduce contract costs to the Government. The use of
non-competitive award procedures and contract types place maximum cost risk on the Government.
Limitation of these has been specifically targeted as means to accompilish contract savings. This element
will measure the Department's success in increasing competition and reducing the use of contract types that |
place maximum cost risk on the agency. As this is a new measure, FY 2009 actuals will be utilized to
establish the baseline against which the FY 2010 and FY 2011 goals will be applied.

Comments on Changes to Targets: This is a new measure which replaces a measure that was based on

OMB guidance that is no longer in effect.

Relevant Exhibit
Program Title: 13 Page
Change(s): #:
Validation and Verification
Data Source | Frequency | Data Internal Data Actions to be Taken
- | Storage Control Limitations
Procedures
DOC _ DOC . _
procurement | Annual procurement gsg;tamsory None Request updates quarterly
data system data system
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Outcome 1 — Ensure effective resource stewardship in support of the Department’s programs.

Measure {c: FY 2006 FY 2007 FY 2008 FY 2009 FY 2010 Target FY 2011

| Obligate Actual | Actual Actual Actual Target
funds -
through 30% of 28% of 28% of 45% of 50% of eligible | 50% of eligible
performance- | eligible eligible eligible eligibie service service
based service service service service contracting contracting
contracting. confracting | contracting | contracting | contracting dollars dollars

doilars doliars dollars dollars

Description: To ensure that the gogvernment achieves the highest return con its procurement activities,

Federal agencies are using performance-based contracting—a method of procurement in which the Federal
Government defines the results it is seeking rather than the process by which those results are to be attained.
With performance-based contracting, the government also defines the standards against which contractor
performance will be measured and identifies the incentives that may be used.

Comments on Changes to Targets:

Relevant

Program Title: E:;'eb;:_ 13

Change(s): h
Validation and Verification

Data Frequency | Data Internai Control Data Actions to be Taken

Source Storage Procedures Limitations

DOC DOC :

procurement | Annual procurement | Supervisory audit None None

data system data system

Outcome 2 - Ensure retention of highly qualified staff in mission-criticél positions.

Measure FY 2006 FY 2007 FY 2008 FY 2009 FY 2010 FY 2011
2a: Actual Actual Actual Actual - Target Target
Acquire ‘ : Competenc '

and Marketed job | Trained post- | Delivered 4 d:[s in y Have new . | Have new
maintain | vacancies secondary competency mlo for competency | competency
diverse via internship models for the | P1ac€ Tortour 1 4 qdeis in models in
and Automated program economist, gser;eg_ place for 3 place for 3
highly Hiring applicants o mathematical Lr:c du T 9 mission- mission-
qualified | System; increase statistician, J Ige t critical critical

staff in participated | applicant acquisition, analyst, occupations | occupations
mission- | in career pools; trained | and chemist meteorologist, forusein for use in
critical - | fairs and managers to series. Oﬁeanogga— workforce workforce
occupa- special make better pher, an recruitment, | recruitment,
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tions. programs;
conducted
training of
managers
and

employees

hiring
decisions;
trained
employees in
project
management

to close skill

gaps.

Exceeded the
45-day hiring
goal mandated
by OPM with
an average fill
fime of 31
days for non-
SES positions.

hydrologist.

Average time
to filf was 31
days for non-
SES
vacancies.

100 trainees

graduated
from

*| leadership

development
Programs.

Department
employees
nationwide
applied to
ALDP.

training, and
development
activities.

Meet or
exceed the
80-day hiring
goals
mandated by
OPM.

Train 50-70*
participants
in leadership
developrment
programs via
the ALDP,
ELDP and
APCP.

Train 180-
200*
participants
via Careers
in Motion
Program.

[ntegrate
Commerce
Learning
Center in
program
adminisira-
tion to
enhance
measure--
ment of
resulis.

fraining, and
development
activities.

Meet or
exceed the
80-day hiring
goals
mandated by
OPM.

Train 50-80* -
participants
in leadership
development
programs via
the ALDP,
ELDP and
APCP.

Train 180~
210*
paricipants
via Careers
in Motion
Program.

Description: This measure represents a combination of indicators focusing on strategic recruitment, training
and development, and the Depariment’s efforts to achieve and maintain a diverse workforce. These
indicators permit a comprehensive assessment of the Department's efforts to strategically manage its human
capital. Such an assessment is critical to ensure that each hire brings the necessary skill sets fo carry out the

Department's mission.

Comments on Changes to Targets: Additional funding resulted in addition of enhanced professional
development activities to FY 2008-2010 targets, with a particular focus on the Aspiring Leaders Development
Program, Executive Leadership Development Program, the Administrative Professionals Certificate Program,

and Careers in Motion.

The 45-day hiring target has been revised in accordance with OPM’s new “End-to-End Roadmap” which sets
80 days as the standard time to fi Il positions from verification of the requirement to on-boarding of the

selectee.

* Target is expressed as a range because of the variables involved that are not entirely under the
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Department’s control; e.g., it is not possible to know in advance

and be accepted into the program.

Relevant
Program
Change(s):

Title:

Exhibit 13
Page #:

Validation and Verification

Data Source

Frequency

Data
Storage

Internal
Control
Procedures

Data Limitations

Actions to be Taken

Inventory
transmittal
letters;
Department
plan for
strategic
employee
training and

development;

National
Finance
Center
automated
reports

Annual

Office
chronolo
gy files;
OHRM,
bureaus

Executive
Secretariat

None

Measure trends over
time, such as number of
days to fill jobs
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Outcome 3 — Acquire and manage the technology resources to support program goals.

Measure 3a:
Improve the
manage-
ment of
information
technology.

FY 2006 FY 2007 FY 2008 FY 2009 FY 2010 FY 2011
Actual Actual Actual Actual Target Target
o " Cost/schedul | [T invest- = | IT invest-
Cost overruns, | Cost/ Cost/ . @ overruns ments have | ments have
and schedule schedule and cost / cost!
performance overruns overruns and performance | scheduls schedule
shortfalls less | and performance shortfalls overruns overruns
than 10%. All | performance shortfa!l; less averaged and and
national critical | shortfalls than 10%. o
and mission  |lessthan . | All national under 10%. Eﬁgrotglﬁnce gggf:;;n"znce
critical 10%. All critical and CSAM C8A | averaging averaging
systems naj_mnal mission enhancemen | less than iess than
certified and critical and critical t o o
o . s were 10%. 10%.
accredited in mission systems are deploved
accordance critical certified and pioyed. Perform T Perform IT
va:h etllr?t;ent's :{:tgen;gﬁe d :v%%redlted. IT security Security Security
T gecurit and acceptable compliance | Compliance | Compliance
i E# t dited Lalit in all review of all | review of all
policy. Eitorls | accredhied. ) qualty tation | OPErating operating its operating
pontlnue to gioclljmen alon | inits and units, and units, and
mprove fhe | In place. five FISMA | ten FISMA | ten FISMA
gtfpt yorne systems in systems in systems in
CSAM were | CSAM. CSAM.
processes and reviewed.
documentation Deploy an Increase
enterprise- security
wide role- training
based cyber- | completion
security rate to 80%
training for privileged
program. users (role-
based).
Deploy D o
National eploy 80%
Security of the
and required
E NCSD
mergency 4 10
Network .
initial communicati
. ons
222:&?&3_ capabilities.
Expand
cyber
infelligence
communicati
ons channel
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to all
cperating
unit
Computer
Incident
Response
Teams.

Description: The Department’s significant annual investment in information technology (IT) requires careful
management and monitoring as part of the overall program to manage IT resources effectively to meet the
mission needs of the Department, and to fulfill obligations to the taxpayer. Through the use of Earned Value .
Management and Operational Analysis, systems in the development, and/or operational phases are
monitored to ensure the required functionality is delivered on schedule and at the cost projected. Program
offices regularly report on the progress and status of their efforts against the cost, schedule, and
performance goals—a process that provides early warning signals for corrective actions. Program managers
are required to develop and implement corrective actions to meet program goals.

The successful implementation of each program critical to the Department’s missions depends on the
adequacy and security of the Department’s information technology systems. If systems security were to be
compromised, the effective accomplishment of the Department’'s mission would be in jeopardy. To ensure
that these systems are adequately protected, certification and accreditation (C&A) requirements have been
established. Certification represents the complete testing of all management, operational, and technical
controis that protect a system. These controls are documented in the Department’s security plan. By

- approving the plan, the system owner warrants that the existing controls provide adequate protection for the
system. A compliance review process for continuous security monitoring, vulnerability assessment and
remediation, and IT security workforce improvement has been deployed to ensure adequate security.

Comments on Changes to Targets: Targets are changed to reflect cyber security enhancements including
Security Operations and CSAM compliance. ‘

Relevant Title: Exhibit
Program . 13 Page
Change(s): IT Cyber Security #: DM-33

Validation and Verification

Data Frequency | Data Internal Control . Data Actions to be Taken
Source '| Storage | Procedures Limitations
Bureau | Annual Bureau Departmental and outside None Review bureau
IT offices 1) reviews by GAO, OMB, processes to assess
offices, contractors, IT research need for action; review
Bureau organizations (e.g., security certification and |
files, and | Gartner), and various accreditation packages
DM CIO | universities for completeness and
files conformance with
National Institute of
Standards and
Technology SP 800-53.
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Section 6. Recovery Act - new metrics
DM did not receive any Recovery Act funding.

Section 7. FY 2011 Program Changes

FY 2011 Program Changes |

Ry

_ Pageof
Accompanying GPRA Base increase/Decrease Exhibit 13
] _ o Discussion
' ) ‘| - Performance :
%ﬁgg’; ngP: # Measure # FTE Amount EFTE Armount-
AN i _ Support :
Salaries : o
and
Expenses:
IT Cyber | : : - .
Security 3e 1 6,800 14 5,952 DM-33
Grand“‘rotai 15,082
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Section 8. Resource Requirements Summary

Departmental Management
SUMMARY OF TARGETS AND RESOURCE REQUIREMENTS

160.4] ..

Departmental Management: -Total Funding ‘ :
o ' . FY 2007 | FY 2008 | FY2009 { FY 2010 FY 2011 Increase/ | FY 2011
Actual Actuaal Actual Estimate Base Decrease Request
DM Performance Qutcome 1: Ensure effective resource stewardship in support of the Department's programs,
Salaries and Expenses 40.2 36.9 42.6 48.9 53.3 1.4 54.7
Advances and Reimbursements 59 6.6 82 8.2 8.2 0.0 0.0
Recovery Act funds 0.0 0.0 0.0 0.0 0.0 0.0 0.0
Total Funds 46.1 43.5 50.8 57.1 61.5 1.4 54.7
DM Performance Outcome 2: Ensure retention of highly qualified staff in mission critical positions.
Salaries and Expenses 3.3 2.1 2.1 2.2 0.0 0.0 0.0
Recovery Act funds 0.0 0.0 0.0 0.0 0.0 0.0 0.0
Total Funds 33 2.1 2.1 2.2 0.0 0.0 0.0
DM Performance Qutcome 3: Acqguire and manage the technology resources to support program goals.
Salaries and Expenses 6.1 3.7 7.6 - 6.9 6.9 5.0 11.9
Recovery Act funds 0.0 0.0 0.0 0.0 0.0 0.0 0.0
Total Funds 6.1 3.7 7.6 6.9 6.9 5.0 11.9
HCHB Renovation 0.0 1.2 7.5 22.5 0.0 17.5 17.5
Working Capital Fund 128.3 126.1 133.9 147.9 150.5 9.9
Grand Total 183.8 176.6 201.9 236.6 218.9 33.8 250.4
Direct 49.6 43.9 59.8 80.5 66.1 23.9 90.0
Reimbursable 134.2 132.7 142.1 156.1 158.7 9.9 160.4
IT Funding' 6.1 3.7 7.6 6.9 6.9 5.0 11.9
FTE 722 723 814 504 504 34 938

I 1T funding included in total funding
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' Exhibit 12
Depariment of Commerce
Departmental Management
- Salaries & Expenses
JUST!FICATION OF PROGRAM AND PERFORMANCE

Goals

' Provide Departmental policies, planning, and administrative guidance to ensure

the efficient and effective implementation of the Department’s mission statement.

Obijectives

Within the Salaries and Expenses Appropriation, two budgetary line activities
fund the senior officials and support staff responsible for providing leadership in
ensuring the accomplishment of the Departiment’s mission.

Executive Direction:;

Executive Direction develops and implements Departmental policies and
coordinates Bureau program activities to accomplish the Departmental mission.
This includes the oversight, direction and coordination of the Department’s many
activities and the representation of the Administration before the public, the
business community, the Congress and other executive agencies and
departments.

Departmental Staff Services:
Departmental Staff Services develops and implements the Department’s internal
policies, procedures, and other administrative guidelines. This includes both

. assisting the Secretary to plan, supervise and direct the resources and programs
‘of the Department and execute his obligations under law, providing consistency

in the bureaus’ administrative operations.

Activities of Departmental Management’s Salaries and Expenses relate to DOC’s
Performance Goal of identifying and effectively managing human and material
resources critical to the success of the Department’s strategic goals.
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Exhibit 13

Department of Commerce ! \:
Departmental Management -
Salaries & Expenses
INCREASE FOR 2011
(Dollar amounts in thousands)
2011 : 2011 Increase/( Decrease)
Base Estimate Over 2011 Base
Personnel Amount Personnel Amount Personnel Amount
Office of
Acquisition
Management Pos/BA 14 $2,117 20 $3,495 6 $1,378
FTE/Obl. 14 $2,117 20 $3,495 6 $1,378
Acquisition Workforce
During the last decade, the federal government has increased its reliance on obtaining needed -
goods and services from contractors. However, as acquisition workload has increased, the
number of acquisition specialists within the federal government has continued to decrease. The .
Administration identifies acquisition workforce development as a pillar for strengthened agency
acquisition practices and improved government performance.
As part of a government-wide effort to increase acquisition workforce capacity and capabilities, i

we are requesting 6 full-time permanent positions, comprising 5 contracting specialists and 1 IT
specialist, totaling $748,000, including overhead costs. This would allow OAM to address the
following deficiencies: increased focus on strategic acquisition planning, increased focus on
proactive contract administration, and increased focus on closing-out completed contracts. In
addition, 1 of the 5 contracting specialists will be the Subject Matter Expert (SME) and wili be
responsible for ongoing content review of all data and references in the Acquisition Process
Guide (APG); ongoing review and impact assessment of published laws, regulations, guidelines
and policies issued internally and externally; and oversight of the implementation of all changes
to the APG based on these analyses. Finally, the IT specialist would have the appropriate Web-
building skills to support the operation and maintenance of the OAM Webpage and the APG.

In summary, a well-equipped acquisition workforce is the backbone of the federal acquisition
system. As acquisition spending and complexity grows, we must take affirmative steps towards
a more strategic, more targeted human capital process that supports the lifecycle of our
acquisitions — from planning, through execution, to performance management.

Acquisition Process Guide (APG)

Long-term organizational success requires the use of data, analytical tools, and other
resources. The Acquisition Process Guide (APG) is a comprehensive Web-enabled guide to
benefit program and contracting personnel within the Department. The APG houses process
and regulatory guidance, tools in the form of templates and samples, and hyperlinks to
additional information to promote consistency and standardization across the field, reduce
variation, and open communication channels across the Department to share best practices and
lessons learned.
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. Exhibit 13
Department of Commerce
Departmental Management
Salaries & Expenses
INCREASE FOR 2011
{Dollar amounts in thousands)

" The APG concept was initially introduced and implemented by NOAA’s Eastern Region

Acquisition Office. NOAA published the APG in November 2008; but it has not been updated
since then due to unavailable resources. The Department of Commerce, Office of the
Acquisition Management (OAM) requests $190,000 to update, expand and modify the APG to
serve all DOC operating units. OAM plans to use the APG to serve as a focal point for the latest
acquisition guidance, policies, training and information for the acquisition community, DOC
program developers, and the public. It will also serve as a repository for samples and examples
of required acquisition-related forms and documents, needed by acquisition customers and
acquisition service providers. The long-term goal for APG is 1o provide a continuously updated
single interface that combines all applicable regulation and policy with recommended templates,
guidance, and references to serve the needs of all DOC program development and procurement
activities. The APG will be continuously updated to reflect current guidance contained in the
Federal Acquisition Regulation; Commerce Acquisition Policy and Regulation; DOC Bureau
Acquisition Policy and Regulation; and other applicable statutes, regulations and policies.

The implérﬁentation of the APG will be a process of continual improvements, as current policies
and regulations are constantly updated and new policies, procedures, and best practices are
incorporated into the APG content and Web architecture.

Also included in this request is funding necessary to revise, update and maintain the Office of
Acquisition Management (OAM) Webpage. Existing acquisition workforce data resides in
multiple systems, making it difficult for DOC Bureaus to integrate the information necessary to
support acquisition workforce planning. The Department of Commerce, Office of Acquisition
Management (OAM) Webpage provides current information to the DOC procurement
community, DOC program developers, and the public. This includes training opportunities,
policy documents and other public information related to procurement activities at DOC.

- The OAM Webpage offers a standard, convenient method to provide this information to

stakeholders, consisiently and economically.

Training

$340,000 is requested for acquisition training. Although a substantial portion of required
acquisition training is available on-line for free from the Federal Acquisition Institute, it is often
necessary to obtain and provide members of the extended DOC acquisition workforce class-
room fraining to meet established certification requirements. The requested funds will enable
OAM to double the training available and to develop and present some customized training for
program management and acquisition professionals on key points in the acquisition process
where there is a particular need for joint participation (e.g., planning, requirements development,
offer evaluation, administration). DOC will tailor this training to model the complexities of actual
DOC acquisitions, providing relevant knowledge and experience to DOC program management
and acquisition personnel. .
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Administrative Reviews and Qversight

$100,000 is requested to fund increased oversight. This funding will be utilized to conduct
periodic acquisition management reviews to increase oversight and to identify systemic policy
and process gaps or to identify specific training needs across the Department. This will further
our efforts to work with the Office of the Inspector General to ensure that quality acquisitions are
processed and effective contract administration is occurring, ensuring that appropriate
management controls exist within each of the DOC acquisition offices.

Performance Measure

The funding increase requested for the acquisition workforce directly contributes to the
Department’s Management integration Goal of achieving organizational and management
excellence. Acquisition workioad has increased dramatically in the last decade, without
commensurate growth in our acquisition workforce. This program increase will enable OAM to
increase the capability and capacity of the acquisition workforce, and the acquisition knowledge
base of the DOC program management community. ‘
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2011 2011 Increase/(Decrease)
Base Estimate Over 2011 Base
Personnel Amount Personnel Amount Personnel Amount
IT Cyber
Security Pos/BA 11 6,900 25  $11,952 14 5,052

FTE/Obl. 11 25 14

IT Cyber Security

The purpose of the Department of Commerce Information Technology (IT) Security Program is
to ensure that adequate controls are in place to protect the confidentiaiity, integrity, and
availability of non-national security and national security IT systems. Commerce must leverage
a common infrastructure to provide access to secure cyber security, counter-terrorism, and
national emergency operations information between Commerce, the Department of Homeland
Security (DHS), federal, state and iocal law enforcement ofﬁcials, the intelligence community,
and the nationa! command structure. Existing funding, tools, and staffing levels are
substantially inadequate to ensure compliance with IT Security laws, directives, recent OMB
Y mandates, as well as industry and government best practices. Increased malicious activities
* targeting government information systems require the Department of Commerce to implement
enhancements to ensure stringent continuous monitoring and reporting of network activity
coupied with an enhanced incident response capability. Commerce must also strengthen
systems access control. Specifically, increases over the FY 2010 enacted budget are required
to address shortfalls in the area of Information Technology Cyber Security (IT Cyber)
Operations in support of the Comprehensive National Cyber-security Initiative (CNCI) to include
the Trusted Internet Connections initiative.

Enhancement 1: Enterprise-level forensics support and security augmentation.

This enhancement is designed to reduce the Department's vulnerability to cyber attacks by
quickly and effectively isolating and correcting IT security incidents and providing real-time,
enhanced monitoring of critical network segments. Funds are requested to acquire experienced
and capable |IT Security expertise to develop improved IT forensics capabilities. Qur requested
staff increase is required to provide resources to adequately staff and maintain the
Department's overarching IT security program in order to improve operational security and
incident response capability. Deploying state of the art automated tools will help the
Department develop standard forensic practices, provide investigative processes that are
consistent in structure and depth of analysis, and provide overall situational awareness of the
Departmental IT security posture.

Enhancement 2: Cyber Security (National Security Systems).

Several national level cyber security initiatives sponsored by the DHS and the intelligence
community necessitate that the Department invests in additional IT security related capabilities.
Due to the classified nature of this initiative, few details can be provided in an unclassified
format.
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Enhancement 3: Trusted Internet Connections.

Under OMB Memorandum 08-05, Federal agencies are required to reduce their risk of exposure
to Internet based cyber attacks by reducing the number of external connections used by these
agencies. The Department of Commerce is implementing a plan that will reduce its direct
internet connections from hundreds to a controlied eight trusted internet connection access
points over the next three years. Additional funding is required to enhance the capabilities and
services planned in the FY 2010 initial operating capability implementation and provide overall
Departmental program management.

Performance Measures

IT Security continues to be a priority across the department as we seek to protect sensitive

agency information and to ensure fullest protections for our systems and telecommunications.

Requested increases shall enable the Department to:

1. Improve detection, forensics, and remediation of internet based attacks on the Department's
infrastructure

2. Report Department-wide PlI losses within 1 hour

3. Improve the operational security posture of the Depariment's infrastructure, both national
security and unclassified systems ‘
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YT Cyber FY 2009 Actual | FY 2010 Target | FY 2011 Target
Security, DM - 13
3a. Improve the With Deployed Cyber | Deployed CSAM | Perform IT
management of | Increase | Security C&A Security
information Assessment and | enhancements, compliance review
technology. Management of all its operating
‘ . ‘Certification & | Performed IT units, and ten
Accreditation Security - FISMA systems in
(CSAM C&A) compliance CSAM.
enhancements. review of all its
operating units, | Increase security
Performed IT and five FISMA | training completion
Security systems in rate to 80% for
compliance CSAM. privileged users
review of all its  (role-based).
operating units, | Deploy an o
and five Federal | enterprise-wide | Deploy 80% of the
Information role-based Cyber | required NCSD 3-
Security Security training | 10 communications
Management Act | program capabilities.
(FISMA) Expand cyber
systems in Cyber | Deploy National | intelligence
Security Security and communications
Assessmentand | Emergency channel to all
Management Network initial operating unit
(CSAM). operating Computer Incident
capability. Response Teams.
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IT Cyber Security,

FY 2011 Target

enterprise-wide

FY 2010 Target
DM-13 '
3a. Improve the Withount Deployed CSAM Deploy an
{ management of information | Increase C&A enterprise-wide
technology. enhancements. role-based
training program.
Performed IT :
-Security ' Performed IT
compliance review | Security
of all its operating * | compliance
units, and five review of 3
FISMA systems in | operating units,
CSaM. and 5 FISMA
systems in
Deploy an CSAM.

There will be no

role-based Cyber

Security training NCSD 3-10, TIC

program. and DNSsec
deployments at

Deploy Naticnal HCHB.

Security and

Emergency

Network initial

operating

capability.
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Exhibit 12

DEPARTMENT OF COMMERCE

Ty Departmental Management
' Working Capital Fund

JUSTIFICATION OF PROGRAM AND PERFORMANCE

Goals and Objectives

Goal: Tg provide necessary centralized services fo clients in the most efficient and effective manner possible consistent with
Government-wide and Departmental policy. These services include the Security Office, Human Resources
Management, Civil Rights, Financial Management, Administrative Services, Acquisition Managements, Management
and Organization, General Counse!, Chief Information Office and Public Affairs.

Executive Direction:
Genelfa! Counsel

Public Affairs

Office of the Chief information Officer

Departmental Staff Services:
Office of Security

Director for Human Resources Management

Objectives:

Provides legal advice, guidance and services on matters involving
Departmental programs and components. Supervises the development
of the Department's legislative program and the delivery of effective
legal services for the growing needs of major programs.

Promotes pubiic understanding and support of DOC programs, services

"and consumer issues. Ensures continuity and cost-effective

management of Departmental Public Affairs programs. Acts as the
primary point of contact on Department of Commerce issues for the
White House and Federal depariments and agencies.

Leads the management of information resources throughout the
Department, ensuring that the Department's programs make full and
appropriate use of information technology (IT). Implements
Govemment-wide and Departmental policies, programs and activities in
ali aspects of information fechnology management, including 1T security
and providing analysis, design, development, support, and oversight for
Department automated systems for Administration. Provides
Department-wide coordination and technical support for the
development and operation of information technology resources,
including telecommunications. Manages the Department’s IT security

. and critical [T infrastructure programs.

Plans, develops, and implements policies and procedures for managing
and delivering security services for the Department. Provides
counterespionage, anti-terrorism, and emergency management
program support, puts forth guidance to Departmental offices and
operating units regarding security matters as they relate to the
protection of personnel, facilities, property and information. Specifically,
establishes and enforces policies and procedures for conducting
background investigations and granting security clearances;
safeguarding classified and sensitive documents and information;
assessing threats and determining risks to Departmental assets; and
ensuring proper communications security for classified information.

Implements Government-wide and Departmental policies, programs
and activities in all aspects of human resources management and
administration including recruitment and ptacement, classification,
payroll support and administration, incentive awards, fraining and
development, employee and labor relations, depariment-wide oversight
and evaluation of human resources management activities,
unemployment and workers' compensation, employee health and
safety, employee benefits and drug testing.
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. Exhibit 12
DEPARTMENT OF COMMERCE

Departmental Management . £y
Working Capital Fund o

JUSTIFICATION OF PROGRAM AND PERFORMANCE
Director of Civil Rights
) Conducts discrimination complaint investigations and adjudications,
provides equal employment program support and affirmative action
program support to selected operating units.

Director for Financial Management :
' : Implements policies and procedures for Departmental financial

management, provides consolidated financial reporting, and develops

the Commerce Business System (formerly Commerce Administrative

Management System). Provides complete financial stewardship for al}

activities included in Departmental Management. Oversees and

administers all budget functions for the Department's Working Capital

Fund and provides financial support and guidance Department-wide.

Director for Administrative Services
Provides Department-level management of fravel, personal property,
fleet motor vehicles, real property, energy and environmental programs.
Provides management of the following Herbert C. Hoover Building
programs and services: publications; printing; library services; mail;
messenger and distribution services; space management and use;
building management including operations, maintenance, repairs, and
major and mineor renavations; lahor services; historic preservation; and
shipping/receiving.

Dlrector for Acquisition Management Provides confracting technical services, including acquisition strategies

and guidance for the procurement of products and services in support

of the Office of Secretary (08), Office of Inspector General (O1G),

selected special projects and related administrative support, Performs i

policy and oversight functions for the Department's acquisition and R

financial assistance programs. Performs federal assistance

administrative duties and responsibilities to ensure that federal

assistance actions comply with Departmental procedures. Manages

Competitive Sourcing A-76/FAIR Act Program.

Director for Management and Organization . L ) .

: ' Provides office management and organization support, including
maintaining the Department-wide directive management system.
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o i ‘ Exhibit 13
CE Y Department of Commerce
’ Departmental Management
Working Capital Fund
INCREASE FOR 2011
(Dollar amounts in thousands)

2011 : 2011 Increase/(Decrease)
Base Estimate Over 2011 Base
Personnel Amount Personne!l Amount Personnel Amount
Executive Pos/BA 0 0 0 3,800 0 3,800
Direction :
FTE/Ob. 0 0 0 3,800 0 3,800

Server Migration for Office of the Secretary

This program increase is required because the servers migrated from its current location to
Oklahoma City. The migration was necessary due to GSA terminating the existing lease and the
fact that the current space was considered inadequate to physically support IT systems. The
increase will cover operation and maintenance costs associated with the hosting of Office of the.
Secretary systems.

The servers currently support crucial systems including Web Time and Attendance, Peformance
3 Payout System (PPS), Automated Classification System (ACS), Commerce Stansard
N’ Acquisition System (CSTARS), Balanced Scorecard, Personal Property, CIO Tech Support,
OGC Regulation Management System, Directives Management System, DoC Intranet and
more.  Security risks are of extreme concern for the Office of the Secretary because of the
sensitivity of the data stored in the systems.

It is essential to migrate the servers to a site(s) that meets current and continually evolving
security and data center support requirements, provides for a network architecture that
leverages up-to-date technology, provides for timely refreshment of technology, and is
supported by a highly qualified and trained staff.

Performance Measure
The migration of the hosting system will provide more efficiency due to the advanced
technology. This will result in better security, better compliance and better overall hosting

services which will further improve the data requirements of the Office of the Secretary systems
across the board.
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. Exhibit 13
Department of Commerce
Departmental Management
Working Capital Fund
INCREASE FOR 2011 7
{Dollar amounts in thousands)

. 2011 2011 Increase/(Decrease)
Base ' Estimate Over 2011 Base
Personnel Amount Personnel .Amount Personnel Amount
Departmental Pos/BA 0 1,485 2 1,661 2 176
Staff Services : '
FTE/ObI. 0 1,485 2 1,661 2 1786

Space Management — Office of Administrative Services (OAS)

The increase requested is to upgrade two vacant positions from Clerical to Technical. A Space
Management Analyst (Draftsman) is required to assist with maintaining the architectural,
mechanical and electrical drawings for the Herbert C. Hoover Building (HCHB) and assisting
with managing the space assignments and drawings with specialized facilities software. An
entry level technician is required to assist with general space management tasks and with
generating scope of work and task orders for office refurbishments. The two staff members will
also perform routine administrative duties for the Space Planning and Renovation Offices.

As we approach milestones in the renovation of this historic building, havmg accurate drawings
is essential to streamlining operat:ons and projecting costs

Due to the increase in Space Management tasks created by the ongoing renovation of the
building, if the two positions are not funded there will be ongoing delays in the processing of
work requests and an unacceptable level of Space Planning services provided, as the current
resources will not be able to accommodated the demand. As Bureaus request refurbishments,
there will be lengthy delays in responding to their requests. If Bureaus request their offices be
refurbished and remodeled when moving back into their areas after the HCHB Renovation (for
example after Phase 2 is completed), the lack of Space Management Division resources will
prevent this from being done and will result in significant additional costs to have the work
completed at a later date after the offices are occupied. Additionally the new Space
Management software is currently underutilized due to lack of resources, resulting in
inefficiencies and a delay in space planning tasks. As each phase of the HCHB renovation is
completed, the Space Management Division will aiso receive updated architectural drawings
and schematics to maintain the baseline of the building. The current drawings have not been
maintained due to lack of resources. If the future updated drawings are not maintained, the
department will lose configuration control of the plumbing, electrical wiring, archltectural floor
plans and life safety alarms schematics, resulting in increased costs and time to survey each
work request before any remodeling or refurblshment task is completed. The increased costs for
all future office refurbishments and inefficient space planning will be passed on to the Bureaus
and Agencies and will be an ongoing cost and burden in the out years.
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Exhibit 13

Department of Commerce
Departmental Management
Working Capital Fund
INCREASE FOR 2011
(Dollar amounts in thousands)

Performance Measure

Funding for these two positions will improve customer service by providing customer focused,
quality support services and reduced task completion times for amendments and updates to
DOC and HCHB architectural baseline drawings and space management allocation and tracking
updates. They will improve information sharing throughout the Department by integrating
architectural and space management technology into the OAS and DOC business processes
and enhance business practices through resuits orientated products and greater process
efficiency. :

These positions will also provide greater efficiency in assisting and responding to space
management and architectural deliverables and tasks related to the modernization of the
Herbert C Hoover Building, through the Department’'s Renovations Division and GSA, resulting
in increased savings and efficiencies to the Department.
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, Exhibit 13
Department of Commerce
Departmental Management
Working Capital Fund
INCREASE FOR 2011
(Dollar amounts in thousands)

2011 : 2011 Increase/(Decrease)
Base Estimate Over 2011 Base
- Personnel Amount Personnel Amount Personnel Amount
Departmental Pos/BA 0 328 1 635 1. 307
Staff Services

FTE/Obl. o 328 1 635 1 307

- Elevator Maintenance and Building Management — Office of Administrative Services

A new elevator contract will be awarded in FY 2010, with an expanded scope of work, to ensure
the safe and reliable operation of the 36 elevators in the Herbert C. Hoover Buiiding (HCHB).
The funding increase is required to accommodate the higher costs for the HCHB elevator
maintenance contract and to upgrade a vacant clerical position to an analyst who can provide
the required additional Government oversight. Due to the HCHB elevators’ age and high usage,
the current level of maintenance is insufficient to accomplish all the necessary tasks. GSA has
not included an overhaul of the elevators in the HCHB renovation project and DoC will continue
to be responsible for ongoing maintenance and repairs. In addition, as the elevators age, the
level of maintenance and number of repairs will increase. To adequately perform ali the
required planned and preventative maintenance, to conduct inspections, as well as attend to
defects and emergency calls, the contract scope must be increased from the current leve! of 80
hours to 120 hours per week of skilled labor.

The current level of effort to support the HCHB elevators will be insufficient to keep up with the
growing demand on aging equipment. To conduct all planned and preventative maintenance on
36 HCHB elevators, 24 hours per day, 7 days per week, answer trouble calls within 10 minutes
and respond to emergency defects, requires 120 hours of labor per week, as opposed to the
current 60 hours. '

One new building maintenance FTE is required by the Building Management Division to
administer the additional work generated by the change of scope of the contract, as well as
administering new performance measures in environmental and energy conservation. The
additional FTE will also provide quality customer service during the on-going General Service
Administration sponsored renovation of the HCHB. The new FTE will be the COTR for the
Elevator contract. In addition to the COTR duties they will be monitoring the preventative
maintenance schedule and metrics, defect trends and contract performance metrics (i.e.
response times for emergency defects). They will be implementing a long-term life cycle
program for future upgrades and refurbishments of the elevators and monitoring expenditures
related to the elevators outside of the contract. In addition to these duties, they will be assisting
in monitoring the Building Management general defect phone line (ext 21340), entering in
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o Exhibit 13 j
Department of Commerce
Departmental Management
Working Capital Fund
INCREASE FOR 2011
(Dollar amounts in thousands)

HEAT defect tickets, ‘escorting general contractors, overseeing the safety aspects of the
elevator maintenance. :
The FTE who is currently performing the Elevator contract COTR duties is also responsible for
managing the Chiller Maintenance contract, the Advanced Power contract, the water quality
monitoring contract, and the Carolina Automatic Door control contracts. Each of these contracts
have increased environmental and energy conservation requirements and require greater level
of monitoring and metrics reporting.

Performance Measure
The contractor will be required to guarantee at least 95% availability of the elevators during the

core hours of 6:00 am to 6:00 pm and will be required to demonstrate improved reliability and
availability over current metrics.
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_ Exhibit 13
Department of Commerce
Departmentai Management
“Working Capital Fund
INCREASE FOR 2011
(Dollar amounts in thousands)

2011 . 2011 Increase/(Decrease)

Base Estimate QOver 2011 Base
_ Personnel Amount Personnel Amount Personnel Amount
Departmental Pos/BA , 0 1,902 1. 2,459 1 557
Staff Services

FTE/ObL. 0 1,902 1 2,459 1 557

Departmental Energy, Safety, Environment Program Execution

This increase is requested to execute the Department’s Energy, Safety, and Environmental
Programs. The requirements of these programs have dramatically increased due to changing
Federal regulations and mandates from the President. The Department must increase funding
to comply with these directives. Specifically, Executive Order (EOQ) 13423, Strengthening
Federal Environmental, Energy, and Transportation Management, signed in January 2007,
significantly increased energy conservation and environmental stewardship responsibilities for
Federal agencies. The EO sets forth new and increased standards and specific dates for
Federal agencies to meet compliance goals. In addition, the Environmenta! Protection Agency T
and Occupational Safety and Health Administration regulations, EQ 12699, the Department
Environmental Manual, the National Environmental Policy Act (NEPA), the National Historic
Preservation Act, and the Energy Policy Act of 2005 all have specific requirements that the
Department is required to meet and specific programs that must be implemented.

The funding increase will enable the Department to execute the following energy, safety, and
environmental programs:

Environmental Reporting System ($125K) - The on-line reporting system will enable the

- Department to meet the increasing requirements of EO 13423 and manage the Department's
environmental programs. A Department-wide environmental compliance reporting system will
signficantly expand the Department's capability for environmental reporting to include areas
where reporting is required but is currently not being done. In addition, the reporting
requirements will be standardized and the current reporting procedures will be streamlined to
increase reporting effieciency for the bureaus. The reporting system will enable the Departiment
to conduct annual facility surveys; to perform external, internal, or self audits; to document the
corrective actions required to resolve violations; and to track corrective actions through to
closure. Currently, there are numerous reporting requirements that are not being fulfilled and
there is no centralized reporting system to assist the Department and Bureau Environmental
Managers with meeting the reporting requirements. The various reports are required by Federal
regulations, EO 13423, and the Department Environmental Management Manual. When
implemented, a new web-based reporting system will serve as the central reporting mechanism
for the Department. If this project is not funded, there is a signficant risk of not complying with
Federal environmental stewardship regulations. The Department will fail to meet the goals of
the Office of Management and Budget Environmental Stewardship Scorecard. There is also the
potential for the Department's environmental cost to increase due to lack of oversight and
management.
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Environmental Management System (EMS) ($100K) - A Department-ievel EMS is required by
the EO 13423, which specifically details the programmatic requirements for EMS within Federal
agencies and requires agencies at all appropriate organizational levels to develop, implement,
and maintain an EMS to be used to identify and address agency environmental, transportation,
and energy issues. The EMS will serve as the primary management approach for addressing
environmental aspects of internal agency operations and activities, including aspects of energy
and transportation functions. EO 13423 requires that, once implemented, an EMS be reviewed
and updated annually or more frequently as appropriate. The Department-wide EMS was
implemented in FY 2008. This request is for recurring funds to annually maintain and update
the EMS. If this project is not funded, the Department will not be in compliance with EQ 13423
and will not meet the President's environmental stewardship goals. Additionally, the
Department will fail to meet the goals of the Office of Management and Budget Environmental
Stewardship Scorecard. There is also the potential for the Department's environmental fiablity
to increase due to lack of oversight and management.

NEPA Program Support ($332K) - National Environmental Policy Act (NEPA) requires all
Federal agencies to integrate environmental vaiues into their decision-making processes by
considering the environmental impacts of their proposed actions and the reasonable alternatives o
to those actions. The purpose of the Department of Commerce’s (DoC’s) NEPA program is to
ensure that the Department is proactive in meeting Federal stewardship responsibilities while

carrying out its many missions. The recent American Reinvestment and Recovery Act of 2009

(ARRA) funding highlighted the need for the NEPA Program to be administered at the

Department-level by the Office of the Secretary. Specifically, the NEPA Program

implementation and management will be delegated to the Office of Real Estate, Policy and

Major Programs (OREPMP) in the Office of Administrative Services. A new division,

Environmental Planning Division (EPD), within OREPMP, will be created to administer the DoC

NEPA and Historic Preservation programs.

One FTE will be responsible for developing, implementing, and administering the DOC NEPA
Program by planning, developing and implementing polices, and independently managing the
NEPA program at the Department level and coordinating NEPA actions with the Operating
Units. The program staff assists the Bureaus in promoting environmental policy coordination
and ensuring Department and Operating Units actions’ comply with NEPA and related
environmental legisiation. The program staff will prepare, and/or review Department policies,
categorical exclusions, administrative records, records of environmental consideration, Findings
of No Significant Impact, environmental assessments, environmental impact analyses,
environmental baseline surveys, natural and culture resource assessments, historic
preservation analyses, and other program documents.
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All Bureaus of the Department will benefit from these services because NEPA's review is
required for all major Federal actions. This has been especially highlighted by the ARRA
funding and the focus of the White House Staff on the Department's NEPA Program. If this
project is not funded, the Department could be in violation of Federa! law and could be at
significant risk for civil lawsuits which would resuli in halting a project until a proper NEPA
review is conducted.

Performance Measure

The increased funding will allow the Department to comply with Federal EPA and OSHA
regulations and to meet the President’s goals for energy conservation and electronic
stewardship. The Department will implement projects that will address environmental
responsibilities and provide a reporting tool that measures the Department's energy and
environmental compliance. This program increase directly reduces the Department's
environmental liability, costs for managing and disposing of hazardous waste, use of toxic and
hazardous chemicals, and costs of energy consumption and utilities, and increases the
Department's use of environmentally friendly products, compliance with regulations, and overall
program management capabilities.
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. Exhibit 13
Department of Commerce
Deparimental Management
Working Capital Fund
INCREASE FOR 2011
(Dollar amounts in thousands)

2011 2011 Increase/(Decrease)
Base Estimate Over 2011 Base
Personnel Amount Personnel Amount Personnel Amount

Departmental :
Staff Services Pos/BA 0 877 0 1,077 0 200

FTE/Obl. 0 877 0 1,077 0 200

Degartment’s Enterprlse Personal Property Management System

The funding increase is necessary sary to maintain centralized management support services
provided by the Department of Commerce (DoC) property system. The DOC property system
consists of contractor employees who provide property management and customer-support,
maintenance, training, knowledge transfer, and system enhancement services {o 10 of the 13
Bureaus’ personal property network staff on the functionality of the Department’s Enterprise
Personal Property Management System (PPMS). This system tracks and manages the
Department’s personal property asset data from acquisition through disposal; while meeting the
goals of paperiess processing, reduction of redundant data systems, and increasing asset
accountability and Department-wide reporting capabilities.

The property system has enabied the Department to utilize the system’s functionality, while
contributing to the improved success of the Department’s property management profile. For
example, the DOC property system has resulted in approximately 4,500 Property Officials now
being able to establish accountability of personal property, maintain a chain of custody of
personal property, conduct 100% physical inventories, provide detailed reports of property
inventory/disposition, and track the lifecycie of personal property. The features and functionality
of the personal property management system fully support the Depariment's standardized
property management processes and practices and the property system is essential to the
execution of such mandated Departmental processes. These services include answering and
resolving customer inquiries and concerns in person, via telephone, and via email. These
customer tickets are created to address inquires and are resolved by the property system.
Tickets range from guidance and instructions on the system operations as well as setting up,
conducting, and reconciling inventories. The property system provides maintenance and
technical support services to ensure the PPMS is fully operational and secure. These services
include creating catalog entries; creating, updating, and retiring people records; maintaining
organization and bureaus hierarchies; applying software upgrades; and implementing approved
system changes, otherwise known as Interal Change Requests (ICRs). The property system
also provides on-going training sessions for all Department Property Officials related to the
functionality of PPMS and develops job-aids, training materiais, and desktop manual procedures
to further educate the property management community on the operation and full functionality of
the system.
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The DoC property system supports an Enterprise system that is used by over three quarters of
the Department’s Bureaus. Property regulations are rapidly changing and the Department's
Personal Property Program Office continuously works to proactively incorporate the changes
into policy and system processes; which reduces any risks associated with the proper
accountability of personal property for the Department. Without additional funding, the DOC
property system will lack the necessary resources to improve the system and integrate new
solutions. The Department will also lose the ability to support an Enterprise system that was
implemented to mitigate a major risk it experienced in 2006. The property management function
is key to providing all DOC empioyees with the tools they need to accomplish their missions
within their respective Bureaus.

Performance Measure

The funding for the PPMS will ensure that all DOC staff using the system for property
management will receive customer support, maintenance, training, knowledge transfer, and
system enhancement services on the functionality of the Department’s Enterprise Personal
Property Management System.
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: Exhibit 13
Department of Commerce
Office of Security
Working Capital Fund
INCREASE FOR 2011
(Dollar amounts in thousands)

2011 _ 2011 Increase/(Decrease)
Base Estimate QOver 2011 Base
Personnel Amount Personnel Amount Personnel Amount
Office of Secunty Pos/BA 6 816 16 3,536 10 2,720
FTE/Ob. 6 816 16 3,536 10 2,720

Office of Security - Investigations and Intelligence Programs (liP)

This increase is requested to enable the Office of Security to continue detecting, preventing,
and/or mitigating persistent, evolving, and rapidly expanding mission-critical threats to the
Department of Commerce through a cross-cutting effort that protects all Commerce bureaus
and operating units. Without this increase, the Department’s ability to effectively execute its
mission, achieve important Administration objectives, and support United States national
security interest in the near, mid, and long terms is jeopardlzed

In the 2009 National Intelligence Strategy, the Office of the Director of National lntelllgence
(ODNI) characterized the economy, technological advancement, and the environment as
strategic challenges to national security that could hinder or help the United States. ODNI also
articulated in its 2009 Annual Threat Assessment that the global economic crisis is a national
security concern, emphasized that restoring strong economic growth and maintaining our

~ scientific and technological edge is essential to United States world leadership, and judged that

global climate change will have important and extensive implications for national secunty
interests over the next 20 years.

The Department exists to promote the Nation's economic development, advance technology,
and ensure stewardship of the environment. Mission-critical threats emanate from foreign
intelligence services, sophisticated criminal organizations, and violent extremists whose actions
impact Departmental personnel, assets, and activities in furtherance of their own economic,
technological, or environmentai agendas. The Office of Security is the only operating unit
specifically chartered to protect the Department from these types of threats, as well as the only
governmental entity functioning in this capacity that is directly focused on the Department.

Using a proactive approach to effectively identify, assess, and manage these threats, the Office
of Security has uncovered matters associated with the Department’s economic, technological,
and environmental missions that went unrecognized by other government agencies. Through
its mission-critical threat functions, the Office of Security supports 1) applicable national
strategies, including the National Intelligence Strategy, National Counterintelligence Strategy,
Law Enforcement Strategy to Combat International Organized Crime, and National Strategy for

Homeland Security; and 2) important coliaboration within the Intelligence and Law Enforcement -
Communities.
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Currently OSY has funding for six centrally located special agents to counter a threat spectrum
that impacts approximately 60,000 personnel, 860 worldwide facilities, and an array of high
profile programs. These six agents are managing a significant caseload of sensitive and
complex investigations involving Commerce personnel, assets, or activities, and perform both
headquarters and field functions, as well as all enabling, supervisory, and administrative tasks.
Additionally, they are responsible for representing the Department through regular
intergovernmental liaison with national and regional offices, centers, and working groups to
coordinate threat management strategies, and monitor and disseminate daily intelligence
reporting with a Commerce security nexus. These agents have limited field deployment, and
lack an appropriate degree of infrastructure (including basic supervisory and administrative
support, information technology support, and case-dependent overtime and travel budgets)
comparable to other existing Departmental investigative components with national security or
law enforcement responsibilities.

Funds wouid be used to recruit additional staff and deploy special agents as residents at major
Departmental facilities of concern, as well as provide for necessary infrastructure to support —
coordinated headquarters and field operations {10 new FTEs). Eight FTEs will serve as Ty
Department of Commerce special agents appointed by the Office of Security to perform field
investigative assignments that identify, assess, and/or manage mission-critical threats, in
accordance with Department Orders 20-6 and 207-11. Two FTEs will serve as headquarters
support staff conducting intelligence research and program/management analyses, respectively.

This increase is anticipated to directly reduce the impact of: hostile intelligence activities on
Departmental policy and research developments, which may ultimately result in weakened
American competitiveness; sophisticated criminal activity that can leverage the Department to
divert policy objectives, corrupt markets, or destabilize United States geopolitical interests; and
persons motivated by ideologically or psychologically driven violence whose actions may result
in loss of life or destruction of property. Without funding, near term objectives (such as the
Department’s roles in cyber security, the Decennial Census, and effectively promoting American
products, services and ideas domestically and internationally), mid term objectives (including
strengthening our Nation’s ability to compete in the global economy through free and fair trade,
and producing cutting edge, reliable science), and long.term objectives (involving understanding
climate change and protecting the global ecosystem) are vulnerable if left without dedicated,
proactive, and consistent protection from mission-critical threats.
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Performance Measure' _

The Office of Security is responsible for security services to safeguard DOC personnel, assets
and critical information by measuring the reduction of counterespionage and anti-terrorism risks
as well as increased emergency management effectiveness. Investigations and Inteliigence
Programs personnel detect, prevent, and/or mitigate persistent, evolving, and rapidly expanding
mission-critical threats to the Department of Commerce thereby reducing the risk posed by
these threats to the Department’s core mission, Administration objectives, and United States
national security interests.
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. Exhibit 13
Department of Commerce
Departmental Management
Working Capital Fund
INCREASE FOR 2011
(Dollar amounts in thousands)

2011 201 _ Increase/(Decrease)
Base Estimate Qver 2011 Base
‘ Personnei  Amount Personnel Amount Personnel Amount
Executive Pos/BA 0 0 0 500 _ 0 500
Direction
FTE/Ohbl. 0 0 0 500 0 500

Paperwork and Requlation Information Management System

This request is for a new regulatory commercial off-the-shelf software tracking system, to track
the review and clearance of the Department's regulatory actions. It also includes funding for the
certification and accreditation of the new system.

The Regulatory Division of the Office of Assistant General Counsel for Legislation and
Regulation serves as the primary contact for all regulatory matters concerning the Department
of Commerce. As part of this responsibility, the Division is required to: (1) publish in the
Federal Register a summary of all regulatory actions under consideration that could have a
significant economic impact on a substantial number of small entities (5 U.S.C. section 602); (2)
prepare an agenda of all regulations under development or review, including standard tracking
numbers and summaries (Executive Order 12,866 section 4(b)); and (3) maintain an inventory
of alf Departmental reguiations setting forth the status of regutations proposed or being
considered for proposal and the status of reviews of existing regulations, and review and/or
coordination and management of the review by Departmental operating units of Departmental
regulations (D.0.0. 10-6 section 4(g)).

The Regulatory Division currently depends upon a web-based system that was obtained from
the Department of Transportation with the hope that it could be customized to meet DoC's
requirements at a low cost. While the system has some limited ability to support requirements
(1) and (2) described above, the system contains programming "bugs" that result in numerous
errors which has increased the workload of system users in the Division (i.e. reviewing the data
for quality and completeness after it has been entered into the system). In addition, the current
system contains few ftinctions to support requirement (3). For example, it does not have the
ability to provide basic information, such as the number of regulations currently reviewed by the
Regulatory Division or the number of regulations that were reviewed within a given time period.
This information must be compiled manually using a spreadsheet created to track the status of
the review and clearance of draft regulatory actions. Furthermore, the system is not a user-
friendly application, which has prompted several bureaus to refuse to use the system.
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This has resulted in a greatly increased workload for the four regulatory attorneys and one
paraiegal, who now spend time uploading information from their client bureaus into the system.
Finally, the system's performance has been deteriorating as more information is entered into the
system, indicating that it may not be capable of handling the amount of data generated by the
regulatory review and clearance process.

While acquisition of a new regulatory tracking system will require an initial investment of
$500,000, a properly functioning system will result in major improvements in internal efficiency
and service to client bureaus, with on-going costs that are very similar or only increased slightty
over those associated with the current system.

Absent this investment, the system's performance will continue to deteriorate. The Regulatory
Division will have to devote increased personnel time to correcting errors and keeping a manual
inventory of pending regulations. The ability of the office to review and clear regulations on time
will decline due to the inefficiencies introduced by use of the system and the necessity of
devoting increasing portions of FTEs to making up for the system's shortcomings. This will have
significant negative impacts on client bureaus who depend upon the Regulatory Division to
review and clear regulations within a reasonable period, and to facilitate clearance of those
regulations by OMB.

Obtaining a functioning, more user-friendly system will have major benefits for the Regulatory
Division in terms of being able to fulfill its requirements; it will also result in improved efficiency
for all client bureau users who must now spend a great deal of time uploading information and
correcting errors within the current system. NOAA, in particular, should see major
improvements in their ability to process regulations on time, along with BIS, NT!A, NIST, MBDA,
ESA, and ITA, who all issue smaller numbers of regulations each year.

Performance Measures

Use of the new regulatory tracking system will allow the Regulatory Division to:

(1) successfully publish in the federal register a summary of all regulatory actions under
consideration that could have a significant economic impact on a substantial number of small
entities, as required by 5 U.S.C. section 602, no later than Spring 2012;

(2) prepare an agenda of all regulations under development or review, including standard
tracking numbers and summaries, as required by Executive Order 128686, no later than Spring

2012;

(3) create and maintain an inventory of all pending Departmental regulations, as required by
D.0.0. 10-6, no later than December 31, 2012.
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(Dollar amounts in thousands)

2011 2011 Increase/(Decrease)
Base Estimate Over 2011 Base
Personnel Amount Personnel Amount Personnel Amount
Departmental Staff Pos/BA 0 0 0 957 0 957
Services _ ‘
FTE/Ob. C 0 0 957 0 957

IT Customer Service and Help Desk Support Initiatives
This increase in funding is requested to support the IT Customer Service and Help Desk services
contract.

IT Customer Service Center (ITCSC)/Base Increase Support - $657K

HCHB Information Technology Customer Service Center (ITCSC) is responsible for resolution of
desktop hardware and software (MS Office, standard and non-standard operating system
applications, operating system and network login} problems reported through the telephone
customer support phone number, trouble ticketing system, or email for the Office of the Secretary
(OSEC) and Economic & Statistics Administration (ESA) PC users. The increase is necessary to
cover base contract costs along with requirements to increase services.

Since its inception in 2005, additional Operating Units have been. added to the ITCSC support
requirements. The number of customers serviced has increased from approximately 900 to 1,200
people. Additionally, new requirements within the scope of the original task have been added by
Office of the Secretary (OS) and DOC Office of the Chief Information Officer (OCIO)
management. The increased funds are necessary to provide additional Help Desk Support, to
include troubleshooting IT issues from desktops to servers, RSA SecurlD token management and
distribution and imaging of laptops and PCs for the Office of the Secretary to meet standards.

The IT Customer Service Help Desk contractors serve, to various degrees, all government
occupants of the Herbert C. Hoover Building. All Operating Units may contact the ITCSC via the
Office of the Secretary intranet with problems related to telephones. Employees of the OS and
the ESA receive fully functional help desk services and may contact the ITCSC with problems
related to desktop hardware and software, e-mail, Internet access, Blackberries, etc. This
increase is needed to provide support to the increasing needs for new PC installations, Mobikey
installation and support, Blackberry issues, and to answer monthly phone calls that have
increased 50% over the past 4 years. With the increasing demands for technology, the Help
Desk must have these funds to keep up with the increasing calls for assistance.
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IT Help Desk Recompete Support - $300K _
The Department’'s OCIO requires acquisition-related support on a temporary basis to prepare,
analyze, and write the Request for Proposal for awarding a task order for the new IT Services
coniract. OCIO will enter into an interagency agreement (IAA) with the General Services
Administration’s Federal Systems Integration and Management Center (FEDSIM). FEDSIM will
provide the acquisition-related support referred above. The current confract is set to expire
September 30, 2011.

This initiative will ensure the OCIO has sufficient funding to provide pre-award support in defining
requirements, conducting market research, drafting an acquisition plan (all drafts are for DoC
approval}), ensure appropriate documentation to evident compliance with federal laws, regulations
and policies, draft a statement of work or statement of objectives, draft a request for proposal,
release a synopsis to FedBizOpps, review and analyze proposals, prepare a draft executive
summary analysis and recommendation for award to OCIO, and award a contract to the vendor
OCIO selects.

If funds are not received, DoC risks insufficient resources to re-procure help desk and related IT
and phone network services beyond the current contract. There is no legal basis to extend the
existing contract beyond the maximum of three months specified in the Federal Acquisition
Regulation (FAR) “Continuity of Services” clause (FAR clause 52.237-3).

Performance Measure :
By providing accurate and timely IT support to customers within the HCHB, Commerce
employees will be able to fulfill critical Department missions.
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. Exhibit 13 .
Department of Commerce
Departmental Management A
Working Capital Fund
INCREASE FOR 2011
(Dollar amounts in thousands)

2011 2011 Increase/(Decrease)
Base Estimate Over 2011 Base
Personnel Amount Personnel Amount Personnel Amount _
Executive Pos/BA 0 0 0 700 0 700 .
Direction ' :
FTE/Obl. 0 0 0 700 0 700

IT Hosting for Office of the Chief information Officer

This program increase is required to support the software, hardware, and labor to operate and
maintain nine systems that are targeted for relocation due to the GSA termination of the lease in
the existing Springfield VA OCS data center.

It is essential to migrate the servers to a site(s) that meets current and continually evolving
security and data center support requirements, provides for a network architecture that
leverages up-to-date technology, provides for timely refreshment of technology, and is
supported by a highly qualified and trained staff. As a result, these systems are destined for an
OCIO consolidated (externally hosted) data center.

S

Performance Measure

The migration of the hosting system will provide more efficiency due to the advanced
technology. This will result in better security, better compliance and better overall hosting
services which will further improve the data requirements of the Office of the Secretary systems
across the board.
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Exhibit 12

Department of Commerce
Departmental Management
Franchise Fund
JUSTIFICATION OF PROGRAM AND PERFORMANCE

Goals

The goal of the Commerce Franchise Fund is to promote entrepreneurial business activities in
commeon administrative services across the Federal Government. Congress established the
Franchise Fund Pilot Program in the Government Management Reform Act (GMRA) of 1994 to
allow market forces to improve the delivery of common administrative services. Under GMRA,
Commerce participated in the Franchise Fund Pilot Program in FY 1997; however, in FY 2004
Commerce appropriation language established a permanent Franchise Fund.

The Depariment's Franchise Fund is composed of one service provider, the Office of Computer
Services (OCS). OCS provides information technology services to the Department and to other
federal entities, including the Department of Homeland Security and the Depariment of Energy.

Objectives

The objectives of OCS' business activities are to:

¢ create business-like operations that are:

. self sustaining and capable of achieving full cost recovery,

. completely competitive with no subsidies,

. encouraging competition and allowing customers io take their business
elsewhere.

¢ inject competition and market forces into the delivery of administrative services to lower

costs as well as to provide better services, and

+ create a customer-oriented workforce that is capable of providing quality services and
products. ' -
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EXHIBIT 12

Department of Commerce
Departmental Management
HCHB Renovation and Modernization
JUSTIFICATION OF PROGRAM AND PERFORMANCE
Goals
The goal of this projebt is to complement GSA's Systems Replacement Projebt in which they will provide
major upgrades to the existing utilities, electrical, heating, ventilation, air conditioning, and Life Safety

Systems that are beyond their useful fife and deteriorating. The FY 2011 request will support the
Department’s focus on its most critical systems.

Objectives

The objective of this eleven-year project is to replace existing building equipment and systems to extend
the HCHB's usefu! life by:

+ Replacing the Heating, Ventilation and Air Conditioning Systems (HVAC);

¢ Increasing energy efficiency;

* Replacing obsolete, non-repairable building equibment and their components;

* Conforming to current building codes and industry standards;

s Replacing obsolete and unsafe electrical panels, wires and cdnnections;

» Replacing Information Technology and telecommunications wiring, telecommunications closets:
¢ Replacing deteriorating piping;

¢ Improving the workpiace environment; and

e |mproving window security from ballistic attacks.
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Exhibit 13

Department of Commerce
Departmental Management
HCHB Renovation and Modernization
FY 2011 FUNDING REQUEST
(Dollar amounts in thousands)

_ 2011 2011 Increase/ (Decrease)
Compariscn by Activity: Base Estimate Over 2011 Base
Personnel Amount Personnel Amount Personnel Amount
HCHB Pos. /BA 0 $0 5 $17,487 5 $17 487
FTE/Ob. 0 5 ' 5

Program: HCHB Modernization Project

The HCHB renovation and modernization plan combines Department of Commerce (DoC) and
General Services Administration (GSA) solutions to address major building systems
(mechanical, electrical, plumbing, heating, ventilation, air conditioning, and life safety systems)
that are beyond their useful life and deteriorating. The GSA 8-phase modernization project
provides a solution that will target new efficient mechanical, electrical, and plumbing systems;
. hew life safety systems; security improvements and historic restoration. The FY 2011 request
; reflects the Department’s continued focus in supporting the systems and renovation of HCHB.

The Department is requesting $17.9 million (that is available until expended) for DOC (tenant)
related construction costs, equipment and furniture, security equipment procurement and
installation, information technology (IT)/telecommunication equipment procurement design and
installation, relocation and planning services for five FTEs, and blast windows for the Phase 2
construction period. The costs associated with this request include:

DOC Construction Cost/Equipment 2,054
-& Furniture

Security 822
[T/Telecommunications 5418
Relocation and Planning 1,999
FTEs (5) 842
Blast Windows 6,352 |
Total : 17,487

DOC Construction Cost / Equipment &Furniture

Funds are requested to design and build-out spaces to complete Phase 2 and prepare for
Phase 3. To complete Phase 2, DOC must design and build-out locations for the International
. Trade Administration’s (ITA) Central Records Unit, Office of General Counsel’'s Executive

~ Support offices, and Photo Studio, and Credit Union. To prepare for Phase 3, DOC must

-+
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desigh ITA’s 26 bay office spaces and Advocacy Center, 8 bays of the Secretary’s temporary
swing space and conference room, Jogger's Locker Room, NOAA office spaces, Security
Customer Service Center and Plumbing Shop.

At the end of Phase 2 and the beginning of Phase 3, it will be necessary fo reassemble and
disassemble office furniture.

Security

Funding is necessary to cover costs associated with the completion of rewiring the security
systems in Phase 2, the re-coring and re-keying of Phase 2 doors and enclosing the
Secretary’s limousine in the Courtyard 2 garage.

Information Technology (IT) Telecommunications

In FY 2011, funds are requested to procure and install racks in realigned Phase 3 LAN
closets, rewire the ITA Network in Phase 2 as part of the LAN closet realignment, rewire the
HCHB network in Phase 3 and rewire the cable TV network in Phase 2

Relocation and Planning

Funding is requested to move approximately 440 employees in and out of swing spaces as a
direct result of completing Phase 2 and beginning Phase 3 construction. Computers,
professional office support equipment and furnishings, and limited official files will be moved
with the employees to the swing spaces constructed during Phase 1. This funding also
provides support to Phase 2 and 3 by assisting in the pre-move planning, transition schedule,
communications plan, furniture/equipment inventory management, move coordination, staff
checkout, swing space on-site coordination and moving, post move services, design and
technical reviews, and the test and evaluation of systems prior to government accepiance.

FTEs ‘

Funding is needed to continue supporting the five FTEs approved by Congress in FY 2010. It
is crucial for the support of the renovation to continue funding the three Engineering
Technicians, one IT Specialist, and one Management Assistant. The Engineering Technicians
will: '

¢ Conduct evaluations and advise management on program and operations efficiency
and productivity.

¢ Assist in space planning, facilities and design.
e Assist engineers with the planning and review of building plans.
¢ Conduct quality control of work being performed.
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~ (Dollar amounts in thousands)

« Assist with the development of estimated labor cost, equipment, and life cycle
maintenance cost.

* Interface with tenants of the building and address concerns.

The IT Specialist will oversee the IT aspects of the renovation and act as the Contracting
Officer's Representative (COR) for the HCHBNet support contract. -

The Assistant will function as the Office Manager responsible for daily routine administrative
functions, i. e. control correspondence; maintain records and technica! actions or programs as
well as preparing status of fund documents; and assisting with the development and
reproduction of required briefs and reports.

Blast Windows

Additional funding is requested for the procurement and installation of blast windows for the
safety and security of employees.
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